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Office of the Secretary of Defense Pt. 311 

1 Number used by the Component for ref-
erence purposes. 

2 Indicate the nature of the case, such as, 
‘‘Denial of access,’’ ‘‘Refusal to amend,’’ 
‘‘Incorrect records,’’ or other violations of 
the Act (specify). 

Requests should contain individual’s full 
name, Social Security Number, and/or pass-
port number. 

Record access procedures: Individuals seek-
ing to access information about themselves 
that is contained in this system of records 
should address written inquiries to the Spe-
cial Assistant for Security Matters, Head-
quarters, United States European Command, 
Unit 30400, P.O. Box 1000, APO AE 09131–1000. 

Requests should contain individual’s full 
name, Social Security Number, and/or pass-
port number. 

Contesting record procedures: The Army’s 
rules for accessing records and for contesting 
contents and appealing initial agency deter-
minations are contained in Army Regulation 
340–21; 32 CFR part 505; or may be obtained 
from the system manager. 

Record source categories: From individuals. 
Exemptions claimed for the system: None. 

DELETION OF SYSTEM NOTICE 

DEPARTMENT OF DEFENSE 

Office of the Secretary 

Privacy Act of 1974; System of Records 

AGENCY: Office of the Secretary, DoD. 

ACTION: Notice to delete systems of records. 

SUMMARY: The Office of the Secretary of 
Defense is deleting a system of records no-
tice from its existing inventory of records 
systems subject to the Privacy Act of 1974, (5 
U.S.C. 552a), as amended. 
DATES: This proposed action will be effec-
tive without further notice on (insert date 
thirty days after publication in FEDERAL 
REGISTER) unless comments are received 
which result in a contrary determination. 
ADDRESSES: OSD Privacy Act Coordinator, 
Records Management Section, Washington 
Headquarters Services, 1155 Defense Pen-
tagon, Washington, DC 20301–1155. 
FOR FURTHER INFORMATION CONTACT: 
Ms. Mary Smith at (703) 000–0000. 
SUPPLEMENTARY INFORMATION: The Of-
fice of the Secretary of Defense systems of 
records notices subject to the Privacy Act of 
1974, (5 U.S.C. 552a), as amended, have been 
published in the FEDERAL REGISTER and are 
available from the address above. 

The specific changes to the records system 
being amended are set forth below followed 
by the notice, as amended, published in its 
entirety. The proposed amendments are not 
within the purview of subsection (r) of the 
Privacy Act of 1974, (5 U.S.C. 552a), as 
amended, which requires the submission of a 
new or altered system report. 

Dated: April 2, 2006. 

John Miller, 

OSD Federal Register Liaison Officer, Depart-
ment of Defense. 

DODDS 27 

System name: DoD Domestic and Elementary 
School Employee File (May 9, 2003, 68 FR 
24935). 
Reason: The records contained in this system 
of records are covered by OPM/GOVT–1 (Gen-
eral Personnel Records), a government-wide 
system notice. 

APPENDIX H TO PART 310—LITIGATION 
STATUS SHEET 

(See § 310.49) 

LITIGATION STATUS SHEET 

1. Case Number 1 
2. Requester 
3. Document Title or Description 2 
4. Litigation 
a. Date Complaint Filed 
b. Court 
c. Case File Number 1 
5. Defendants (DoD Component and indi-

vidual) 
6. Remarks (brief explanation of what the 

case is about) 
7. Court Action 
a. Court’s Finding 
b. Disciplinary Action (as appropriate) 
8. Appeal (as appropriate) 
a. Date Complaint Filed 
b. Court 
c. Case File Number 
d. Court’s Finding 
e. Disciplinary Action (as appropriate) 

PART 311—OFFICE OF THE SEC-
RETARY OF DEFENSE AND JOINT 
STAFF PRIVACY PROGRAM 

Sec. 
311.1 Purpose. 
311.2 Applicability. 
311.3 Definitions. 
311.4 Policy. 
311.5 Responsibilities. 
311.6 Procedures. 
311.7 OSD/JS Privacy Office Processes. 
311.8 Procedures for exemptions. 

AUTHORITY: 5 U.S.C. 552a. 

SOURCE: 74 FR 56114, Oct. 30, 2009, unless 
otherwise noted. 
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§ 311.1 Purpose. 
This part revises 32 CFR part 311 to 

update Office of the Secretary of De-
fense (OSD) and Joint Staff (JS) policy, 
assigns responsibilities, and prescribes 
procedures for the effective adminis-
tration of the Privacy Program in OSD 
and the JS. This part supplements and 
implements part 32 CFR part 310, the 
DoD Privacy Program. 

§ 311.2 Applicability. 
This part: 
(a) Applies to OSD, the Office of the 

Chairman of the Joint Chiefs of Staff 
and the Joint Staff, and all other ac-
tivities serviced by Washington Head-
quarters Services (WHS) that receive 
privacy program support from OSD/JS 
Privacy Office, Executive Services Di-
rectorate (ESD), WHS (hereafter re-
ferred to collectively as the ‘‘WHS- 
Serviced Components).’’ 

(b) Covers systems of records main-
tained by the WHS-Serviced Compo-
nents and governs the maintenance, ac-
cess, change, and release information 
contained in those systems of records, 
from which information about an indi-
vidual is retrieved by a personal identi-
fier. 

§ 311.3 Definitions. 
(a) Access. The review of a record or a 

copy of a record or parts thereof in a 
system of records by any individual. 

(b) Computer matching program. A pro-
gram that matches the personal 
records in computerized databases of 
two or more Federal agencies. 

(c) Disclosure. The transfer of any 
personal information from a system of 
records by any means of communica-
tion (such as oral, written, electronic, 
mechanical, or actual review) to any 
person, private entity, or Government 
Agency, other than the subject of the 
record, the subject’s designated agent 
or the subject’s legal guardian. 

(d) Individual. A living person who is 
a citizen of the United States or an 
alien lawfully admitted for permanent 
residence. The parent of a minor or the 
legal guardian of any individual also 
may act on behalf of an individual. 
Members of the United States Armed 
Forces are ‘‘individuals.’’ Corporations, 
partnerships, sole proprietorships, pro-
fessional groups, businesses, whether 

incorporated or unincorporated, and 
other commercial entities are not ‘‘in-
dividuals’’ when acting in an entrepre-
neurial capacity with the Department 
of Defense but are ‘‘individuals’’ other-
wise (e.g., security clearances, entitle-
ment to DoD privileges or benefits, 
etc.). 

(e) Individual access. Access to infor-
mation pertaining to the individual by 
the individual or his or her designated 
agent or legal guardian. 

(f) Maintain. To maintain, collect, 
use, or disseminate records contained 
in a system of records. 

(g) Personal information. Information 
about an individual that identifies, 
links, relates, or is unique to, or de-
scribes him or her, e.g., a social secu-
rity number; age; military rank; civil-
ian grade; marital status; race; salary; 
home/office phone numbers; other de-
mographic, biometric, personnel, med-
ical, and financial information, etc. 
Such information also is known as per-
sonally identifiable information (i.e., in-
formation which can be used to distin-
guish or trace an individual’s identity, 
such as their name, social security 
number, date and place of birth, moth-
er’s maiden name, biometric records, 
including any other personal informa-
tion which is linked or linkable to a 
specified individual). 

(h) Record. Any item, collection, or 
grouping of information, whatever the 
storage media (e.g., paper, electronic, 
etc.), about an individual that is main-
tained by a WHS-Serviced Component, 
including, but not limited to, his or her 
education, financial transactions, med-
ical history, criminal or employment 
history, and that contains his or her 
name, or the identifying number, sym-
bol, or other identifying particular as-
signed to the individual, such as a fin-
ger or voice print or a photograph. 

(i) System manager. A WHS-Serviced 
Component official who has overall re-
sponsibility for a system of records. 
The system manager may serve at any 
level in OSD. Systems managers are in-
dicated in the published systems of 
records notices. If more than one offi-
cial is indicated as a system manager, 
initial responsibility resides with the 
manager at the appropriate level (i.e., 
for local records, at the local activity). 
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(j) System of records. A group of 
records under the control of a WHS- 
Serviced Component from which per-
sonal information about an individual 
is retrieved by the name of the indi-
vidual or by some other identifying 
number, symbol, or other identifying 
particular assigned, that is unique to 
the individual. 

§ 311.4 Policy. 
It is DoD policy, in accordance with 

32 CFR part 310, that: 
(a) Personal information contained in 

any system of records maintained by 
any DoD organization shall be safe-
guarded. To the extent authorized by 
section 552a of title 5, United States 
Code, commonly known and hereafter 
referred to as the ‘‘Privacy Act’’ and 
Appendix I of Office of Management 
and Budget Circular No. A–130 (avail-
able at http://www.whitehouse.gov/omb/ 
assets/omb/circulars/a130/a130trans4.pdf), 
an individual shall be permitted to 
know what existing records pertain to 
him or her consistent with 32 CFR part 
310. 

(b) Each office maintaining records 
and information about individuals 
shall ensure that this data is protected 
from unauthorized collection, use, dis-
semination and/or disclosure of per-
sonal information. These offices shall 
permit individuals to have access to 
and have a copy made of all or any por-
tion of records about them, except as 
provided in 32 CFR 310.17 and 310.18. 
The individuals will also have an op-
portunity to request that such records 
be amended as provided by 32 CFR 
310.19 . Individuals requesting access to 
their records shall receive concurrent 
consideration under section 552 of title 
5, United States Code (commonly 
known and hereafter referred to as the 
‘‘Freedom of Information Act’’). 

(c) Necessary records of a personal 
nature that are individually identifi-
able will be maintained in a manner 
that complies with the law and DoD 
policy. Any information collected by 
WHS-Serviced Components must be as 
accurate, relevant, timely, and com-
plete as is reasonable to ensure fairness 
to the individual. Adequate safeguards 
must be provided to prevent misuse or 
unauthorized release of such informa-
tion, consistent with the Privacy Act. 

§ 311.5 Responsibilities. 
(a) The Director, WHS, under the au-

thority, direction, and control of the 
Director, Administration and Manage-
ment, shall: 

(1) Direct and administer the OSD/JS 
Privacy Program for the WHS-Serviced 
Components. 

(2) Ensure implementation of and 
compliance with standard and proce-
dures established in 32 CFR part 310. 

(3) Coordinate with the WHS General 
Counsel on all WHS-Serviced Compo-
nents denials of appeals for amending 
records and review actions to confirm 
denial of access to records. 

(4) Provide advice and assistance to 
the WHS-Serviced Components on mat-
ters pertaining to the Privacy Act. 

(5) Direct the OSD/JS Privacy Office 
to implement all aspects of 32 CFR part 
310 as directed in § 311.7 of this part. 

(b) The Heads of the WHS-Serviced 
Components shall: 

(1) Designate an individual in writing 
as the point of contact for Privacy Act 
matters and advise the Chief, OSD/JS 
Privacy Office, of names of officials so 
designated. 

(2) Designate an official in writing to 
deny initial requests for access to an 
individual’s records or changes to 
records and advise the Chief, OSD/JS 
Privacy Office of names of officials so 
designated. 

(3) Provide opportunities for ap-
pointed personnel to attend periodic 
Privacy Act training. 

(4) Report any new record system, or 
changes to an existing system, to the 
Chief, OSD/JS Privacy Office at least 90 
days before the intended use of the sys-
tem. 

(5) Formally review each system of 
records notice on a biennial basis and 
update as necessary. 

(6) In accordance with 32 CFR 310.12, 
include appropriate Federal Acquisi-
tion Regulation clause (48 CFR 24.104) 
in all contracts that provide for con-
tractor personnel to access WHS-Serv-
iced Component records systems cov-
ered by the Privacy Act. 

(7) Review all implementing guidance 
prepared by the WHS-Serviced Compo-
nents as well as all forms or other 
methods used to collect information 
about individuals to ensure compliance 
with 32 CFR part 310. 
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(8) Establish administrative proc-
esses in WHS-Serviced Component or-
ganizations to comply with the proce-
dures listed in this part and 32 CFR 
part 310. 

(9) Coordinate with WHS General 
Counsel on all proposed denials of ac-
cess to records. 

(10) Provide justification to the OSD/ 
JS Privacy Office when access to a 
record is denied in whole or in part. 

(11) Provide the record to the OSD/JS 
Privacy Office when the initial denial 
of a request for access to such record 
has been appealed by the requester or 
at the time of initial denial if an ap-
peal seems likely. 

(12) Maintain an accurate adminis-
trative record documenting the actions 
resulting in a denial for access to a 
record or for the correction of a record. 
The administrative record should be 
maintained so it can be relied upon and 
submitted as a complete record of pro-
ceedings if litigation occurs in accord-
ance with 32 CFR part 310. 

(13) Ensure all personnel are aware of 
the requirement to take appropriate 
Privacy Act training as required by 32 
CFR part 310 and the Privacy Act. 

(14) Forward all requests for access to 
records received directly from an indi-
vidual to the OSD/JS Freedom of Infor-
mation Act Requester Service Center 
for processing under 32 CFR part 310 
and 32 CFR part 286. 

(15) Maintain a record of each disclo-
sure of information (other than routine 
use) from a system of records as re-
quired by 32 CFR part 310. 

§ 311.6 Procedures. 
(a) Publication of Notice in the FED-

ERAL REGISTER. (1) A notice shall be 
published in the FEDERAL REGISTER of 
any record system meeting the defini-
tion of a system of records in 32 CFR 
310.4. 

(2) The Heads of the WHS-Serviced 
Component shall submit notices for 
new or revised systems of records to 
the Chief, OSD/JS Privacy Office, for 
review at least 90 days prior to desired 
implementation. 

(3) The Chief, OSD/JS Privacy Office 
shall forward completed notices to the 
Defense Privacy Office (DPO) for re-
view in accordance with 32 CFR 310.30. 
Publication in the FEDERAL REGISTER 

starts a 30-day comment window which 
provides the public with an oppor-
tunity to submit written data, views, 
or arguments to the DPO for consider-
ation before a system of record is es-
tablished or modified. 

(b) Access to Systems of Records Infor-
mation. (1) As provided in the Privacy 
Act, records shall be disclosed only to 
the individual they pertain to and 
under whose individual name or identi-
fier they are filed, unless exempted by 
the provisions in 32 CFR 310.31. If an in-
dividual is accompanied by a third 
party, the individual shall be required 
to furnish a signed access authoriza-
tion granting the third party access ac-
cording to 32 CFR 310.17. 

(2) Individuals seeking access to 
records that pertain to themselves, and 
that are filed by name or other per-
sonal identifier, may submit the re-
quest in person or by mail, in accord-
ance with these procedures: 

(i) Any individual making a request 
for access to records in person shall 
provide personal identification to the 
appropriate system owner, as identified 
in the system of records notice pub-
lished in the FEDERAL REGISTER, to 
verify the individual’s identity accord-
ing to 32 CFR 310.17. 

(ii) Any individual making a request 
for access to records by mail shall ad-
dress such request to the OSD/JS FOIA 
Requester Service Center, Office of 
Freedom of Information, 1155 Pen-
tagon, Washington, DC 20301–1155. To 
verify his or her identity, the requester 
shall include either a signed notarized 
statement or an unsworn declaration 
in the format specified by 32 CFR part 
286. 

(iii) All requests for records shall de-
scribe the record sought and provide 
sufficient information to enable the 
material to be located (e.g., identifica-
tion of system of records, approximate 
date it was initiated, originating orga-
nization, and type of document). 

(iv) All requesters shall comply with 
the procedures in 32 CFR part 310 for 
inspecting and/or obtaining copies of 
requested records. 

(v) If the requester is not satisfied 
with the response, he or she may file a 
written appeal as provided in para-
graph (f)(8) of this section. The re-
quester must provide proof of identity 
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by showing a driver’s license or similar 
credentials. 

(3) There is no requirement that an 
individual be given access to records 
that are not in a group of records that 
meet the definition of a system of 
records in the Privacy Act. (For an ex-
planation of the relationship between 
the Privacy Act and the Freedom of In-
formation Act, and for guidelines to 
ensure requesters are given the max-
imum amount of information author-
ized by both Acts, see 32 CFR part 310.17 

(4) Granting access to a record con-
taining personal information shall not 
be conditioned upon any requirement 
that the individual state a reason or 
otherwise justify the need to gain ac-
cess. 

(5) No verification of identity shall be 
required of an individual seeking ac-
cess to records that are otherwise 
available to the public. 

(6) Individuals shall not be denied ac-
cess to a record in a system of records 
about themselves because those records 
are exempted from disclosure under 32 
CFR part 286. Individuals may only be 
denied access to a record in a system of 
records about themselves when those 
records are exempted from the access 
provisions of 32 CFR 310.26. 

(7) Individuals shall not be denied ac-
cess to their records for refusing to dis-
close their Social Security Number 
(SSN), unless disclosure of the SSN is 
required by statute, by regulation 
adopted before January 1, 1975, or if the 
record’s filing identifier and only 
means of retrieval is by SSN (Privacy 
Act, note). 

(c) Access to Records or Information 
Compiled for Law Enforcement Purposes. 

(1) Requests are processed under 32 
CFR part 310 and 32 CFR part 286 to 
give requesters a greater degree of ac-
cess to records on themselves. 

(2) Records (including those in the 
custody of law enforcement activities) 
that have been incorporated into a sys-
tem of records exempted from the ac-
cess conditions of 32 CFR part 310, will 
be processed in accordance with 32 CFR 
286.12. Individuals shall not be denied 
access to records solely because they 
are in the exempt system. They will 
have the same access that they would 
receive under 32 CFR part 286. (See also 
32 CFR 310.17.) 

(3) Records systems exempted from 
access conditions will be processed 
under 32 CFR 310.26 or 32 CFR 286.12, 
depending upon which regulation gives 
the greater degree of access. (See also 32 
CFR 310.17.) 

(4) Records systems exempted from 
access under 32 CFR 310.27 that are 
temporarily in the hands of a non-law 
enforcement element for adjudicative 
or personnel actions, shall be referred 
to the originating agency. The re-
quester will be informed in writing of 
this referral. 

(d) Access to Illegible, Incomplete, or 
Partially Exempt Records. (1) An indi-
vidual shall not be denied access to a 
record or a copy of a record solely be-
cause the physical condition or format 
of the record does not make it readily 
available (e.g., deteriorated state or on 
magnetic tape). The document will be 
prepared as an extract, or it will be ex-
actly recopied. 

(2) If a portion of the record contains 
information that is exempt from ac-
cess, an extract or summary con-
taining all of the information in the 
record that is releasable shall be pre-
pared. 

(3) When the physical condition of 
the record makes it necessary to pre-
pare an extract for release, the extract 
shall be prepared so that the requester 
will understand it. 

(4) The requester shall be informed of 
all deletions or changes to records. 

(e) Access to Medical Records. (1) Med-
ical records shall be disclosed to the in-
dividual and may be transmitted to a 
medical doctor named by the indi-
vidual concerned. 

(2) The individual may be charged re-
production fees for copies or records as 
outlined in 32 CFR 310.20. 

(f) Amending and Disputing Personal 
Information in Systems of Records. 

(1) The Head of a WHS-Serviced Com-
ponent, or designated official, shall 
allow individuals to request amend-
ment to their records to the extent 
that such records are not accurate, rel-
evant, timely, or complete. 

(2) Requests shall be submitted in 
person or by mail to the office des-
ignated in the system of records notice. 
They should contain, as a minimum, 
identifying information to locate the 
record, a description of the items to be 
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amended, and the reason for the 
change. Requesters shall be required to 
provide verification of their identity as 
stated in paragraphs (b)(2)(i) and 
(b)(2)(ii) of this section to ensure that 
they are seeking to amend records 
about themselves and not, inadvert-
ently or intentionally, the records of 
others. 

(3) Requests shall not be rejected nor 
required to be resubmitted unless addi-
tional information is essential to proc-
ess the request. 

(4) The appropriate system manager 
shall mail a written acknowledgment 
to an individual’s request to amend a 
record within 10 workdays after re-
ceipt. Such acknowledgment shall 
identify the request and may, if nec-
essary, request any additional informa-
tion needed to make a determination. 
No acknowledgment is necessary if the 
request can be reviewed and processed 
and if the individual can be notified of 
compliance or denial within the 10-day 
period. Whenever practical, the deci-
sion shall be made within 30 working 
days. For requests presented in person, 
written acknowledgment may be pro-
vided at the time the request is pre-
sented. 

(5) The Head of a WHS-Serviced Com-
ponent, or designated official, shall 
promptly take one of three actions on 
requests to amend the records: 

(i) If the WHS-Serviced Component 
official agrees with any portion or all 
of an individual’s request, he or she 
will proceed to amend the records in 
accordance with existing statutes, reg-
ulations, or administrative procedures 
and inform the requester of the action 
taken in accordance with 32 CFR 310.19. 
The WHS-Serviced Component official 
shall also notify all previous holders of 
the record that the amendment has 
been made and shall explain the sub-
stance of the correction. 

(ii) If the WHS-Serviced Component 
official disagrees with all or any por-
tion of a request, the individual shall 
be informed promptly of the refusal to 
amend a record, the reason for the re-
fusal, and the procedure to submit an 
appeal as described in paragraph (f)(8) 
of this section. 

(iii) If the request for an amendment 
pertains to a record controlled and 
maintained by another Federal agency, 

the request shall be referred to the ap-
propriate agency and the requester ad-
vised of this. 

(6) When personal information has 
been disputed by the requestor, the 
Head of a WHS-Serviced Component, or 
designated official, shall: 

(i) Determine whether the requester 
has adequately supported his or her 
claim that the record is inaccurate, ir-
relevant, untimely, or incomplete. 

(ii) Limit the review of a record to 
those items of information that clearly 
bear on any determination to amend 
the record, and shall ensure that all 
those elements are present before a de-
termination is made. 

(7) If the Head of a WHS-Serviced 
Component, or designated official, 
after an initial review of a request to 
amend a record, disagrees with all or 
any portion of the request to amend a 
record, he or she shall: 

(i) Advise the individual of the denial 
and the reason for it. 

(ii) Inform the individual that he or 
she may appeal the denial. 

(iii) Describe the procedures for ap-
pealing the denial, including the name 
and address of the official to whom the 
appeal should be directed. The proce-
dures should be as brief and simple as 
possible. 

(iv) Furnish a copy of the justifica-
tion of any denial to amend a record to 
the OSD/JS Privacy Office. 

(8) If an individual disagrees with the 
initial WHS-Serviced Component deter-
mination, he or she may file an appeal. 
If the record is created and maintained 
by a WHS-Serviced Component, the ap-
peal should be sent to the Chief, OSD/ 
JS Privacy Office, WHS, 1155 Defense 
Pentagon, Washington, DC 20301–1155. 

(9) If, after review, the Chief, OSD/JS 
Privacy Office, determines the system 
of records should not be amended as re-
quested, the Chief, OSD/JS Privacy Of-
fice, shall provide a copy of any state-
ment of disagreement to the extent 
that disclosure accounting is main-
tained in accordance with 32 CFR 310.25 
and shall advise the individual: 

(i) Of the reason and authority for 
the denial. 

(ii) Of his or her right to file a state-
ment of the reason for disagreeing with 
the OSD/JS Privacy Office’s decision. 
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(iii) Of the procedures for filing a 
statement of disagreement. 

(iv) That the statement filed shall be 
made available to anyone the record is 
disclosed to, together with a brief 
statement by the WHS-Serviced Com-
ponent summarizing its reasons for re-
fusing to amend the records. 

(10) If the Chief, OSD/JS Privacy Of-
fice, determines that the record should 
be amended in accordance with the in-
dividual’s request, the WHS-Serviced 
Component shall amend the record, ad-
vise the individual, and inform pre-
vious recipients where a disclosure ac-
counting has been maintained in ac-
cordance with 32 CFR 310.25. 

(11) All appeals should be processed 
within 30 workdays after receipt by the 
proper office. If the Chief, OSD/JS Pri-
vacy Office, determines that a fair and 
equitable review cannot be made with-
in that time, the individual shall be in-
formed in writing of the reasons for the 
delay and of the approximate date the 
review is expected to be completed. 

(g) Disclosure of Disputed Information. 
(1) If the OSD/JS Privacy Office deter-
mines the record should not be amend-
ed and the individual has filed a state-
ment of disagreement under paragraph 
(f)(8) of this section, the WHS-Serviced 
Component shall annotate the disputed 
record so it is apparent to any person 
to whom the record is disclosed that a 
statement has been filed. Where fea-
sible, the notation itself shall be inte-
gral to the record. Where disclosure ac-
counting has been made, the WHS- 
Serviced Component shall advise pre-
vious recipients that the record has 
been disputed and shall provide a copy 
of the individual’s statement of dis-
agreement in accordance with 32 CFR 
310.21. 

(i) This statement shall be main-
tained to permit ready retrieval when-
ever the disputed portion of the record 
is disclosed. 

(ii) When information that is the sub-
ject of a statement of disagreement is 
subsequently disclosed, the WHS-Serv-
iced Component designated official 
shall note which information is dis-
puted and provide a copy of the individ-
ual’s statement. 

(2) The WHS-Serviced Component 
shall include a brief summary of its 
reasons for not making a correction 

when disclosing disputed information. 
Such statement shall normally be lim-
ited to the reasons given to the indi-
vidual for not amending the record. 

(3) Copies of the WHS-Serviced Com-
ponent summary will be treated as part 
of the individual’s record; however, it 
will not be subject to the amendment 
procedure outlined in paragraph (f) of 
this section. 

(h) Penalties. (1) Civil Action. An indi-
vidual may file a civil suit against the 
WHS-Serviced Component or its em-
ployees if the individual feels certain 
provisions of the Privacy Act have 
been violated. 

(2) Criminal Action. (i) Criminal pen-
alties may be imposed against an offi-
cer or employee of a WHS-Serviced 
Component for these offenses listed in 
the Privacy Act: 

(A) Willful unauthorized disclosure of 
protected information in the records; 

(B) Failure to publish a notice of the 
existence of a record system in the 
FEDERAL REGISTER; and 

(C) Requesting or gaining access to 
the individual’s record under false pre-
tenses. 

(ii) An officer or employee of a WHS- 
Serviced Component may be fined up to 
$5,000 for a violation as outlined in 
paragraphs (h)(2)(i)(A) through 
(h)(2)(i)(C) of this section. 

(i) Litigation Status Sheet. Whenever a 
complaint citing the Privacy Act is 
filed in a U.S. District Court against 
the Department of Defense, a WHS- 
Serviced Component, or any employee 
of a WHS-Serviced Component, the re-
sponsible system manager shall 
promptly notify the OSD/JS Privacy 
Office, which shall notify the DPO. The 
litigation status sheet in Appendix H of 
32 CFR part 310 provides a standard for-
mat for this notification. (The initial 
litigation status sheet shall, as a min-
imum, provide the information re-
quired by items 1 through 6). A revised 
litigation status sheet shall be pro-
vided at each stage of the litigation. 
When a court renders a formal opinion 
or judgment, copies of the judgment or 
opinion shall be provided to the OSD/ 
JS Privacy Office with the litigation 
status sheet reporting that judgment 
or opinion. 

(j) Computer Matching Programs. 32 
CFR 310.52 prescribes that all requests 
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for participation in a matching pro-
gram (either as a matching agency or a 
source agency) be submitted to the 
DPO for review and compliance. The 
WHS-Serviced Components shall sub-
mit a courtesy copy to the OSD/JS Pri-
vacy Office at the time of transmittal 
to the DPO. 

§ 311.7 OSD/JS Privacy Office Proc-
esses. 

The OSD/JS Privacy Office shall: 
(a) Exercise oversight and adminis-

trative control of the OSD/JS Privacy 
Program for the WHS-Serviced Compo-
nents. 

(b) Provide guidance and training to 
the WHS-Serviced Components as re-
quired by 32 CFR 310.37. 

(c) Collect and consolidate data from 
the WHS-Serviced Components and 
submit reports to the DPO, as required 
by 32 CFR 310.40 or otherwise requested 
by the DPO. 

(d) Coordinate and consolidate infor-
mation for reporting all record sys-
tems, as well as changes to approved 
systems, to the DPO for final proc-
essing to the Office of Management and 
Budget, the Congress, and the FEDERAL 
REGISTER, as required by 32 CFR part 
310. 

(e) In coordination with DPO, serve 
as the appellate authority for the 
WHS-Serviced Components when a re-
quester appeals a denial for access as 
well as when a requester appeals a de-
nial for amendment or initiates legal 
action to correct a record. 

(f) Refer all matters about amend-
ments of records and general and spe-
cific exemptions under 32 CFR 310.19, 
310.28 and 310.29 to the proper WHS- 
Serviced Components. 

§ 311.8 Procedures for exemptions. 
(a) General information. The Secretary 

of Defense designates those Office of 
the Secretary of Defense (OSD) sys-
tems of records which will be exempt 
from certain provisions of the Privacy 
Act. There are two types of exemp-
tions, general and specific. The general 
exemption authorizes the exemption of 
a system of records from all but a few 
requirements of the Act. The specific 
exemption authorizes exemption of a 
system of records or portion thereof, 
from only a few specific requirements. 

If an OSD Component originates a new 
system of records for which it proposes 
an exemption, or if it proposes an addi-
tional or new exemption for an existing 
system of records, it shall submit the 
recommended exemption with the 
records system notice as outlined in 
§ 311.6. No exemption of a system of 
records shall be considered automatic 
for all records in the system. The sys-
tems manager shall review each re-
quested record and apply the exemp-
tions only when this will serve signifi-
cant and legitimate Government pur-
pose. 

(b) General exemptions. The general 
exemption provided by 5 U.S.C. 
552a(j)(2) may be invoked for protection 
of systems of records maintained by 
law enforcement activities. Certain 
functional records of such activities 
are not subject to access provisions of 
the Privacy Act of 1974. Records identi-
fying criminal offenders and alleged of-
fenders consisting of identifying data 
and notations of arrests, the type and 
disposition of criminal charges, sen-
tencing, confinement, release, parole, 
and probation status of individuals are 
protected from disclosure. Other 
records and reports compiled during 
criminal investigations, as well as any 
other records developed at any stage of 
the criminal law enforcement process 
from arrest to indictment through the 
final release from parole supervision 
are excluded from release. 

(1) System identifier and name: DWHS 
P42.0, DPS Incident Reporting and In-
vestigations Case Files. 

(i) Exemption. Portions of this system 
that fall within 5 U.S.C. 552a(j)(2) are 
exempt from the following provisions 
of 5 U.S.C. 552a, Sections (c)(3) and (4); 
(d)(1) through (d)(5); (e)(1) through 
(e)(3); (e)(5); (f)(1) through (f)(5); (g)(1) 
through (g)(5); and (h) of the Act. 

(ii) Authority: 5 U.S.C. 552a(j)(2). 
(iii) Reason: The Defense Protective 

Service is the law enforcement body for 
the jurisdiction of the Pentagon and 
immediate environs. The nature of cer-
tain records created and maintained by 
the DPS requires exemption from ac-
cess provisions of the Privacy Act of 
1974. The general exemption, 5 U.S.C. 
552a(j)(2), is invoked to protect ongoing 
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investigations and to protect from ac-
cess criminal investigation informa-
tion contained in this record system, 
so as not to jeopardize any subsequent 
judicial or administrative process 
taken as a result of information con-
tained in the file. 

(2) System identifier and name: 
JS006.CND, Department of Defense 
Counternarcotics C4I System. 

(i) Exemption: Portions of this system 
that fall within 5 U.S.C. 552a(j)(2) are 
exempt from the following provisions 
of 5 U.S.C. 552a, section (c) (3) and (4); 
(d)(1) through (d)(5); (e)(1) through 
(e)(3); (e)(4)(G) and (e)(4)(H); (e)(5); (f)(1) 
through (f)(5); (g)(1) through (g)(5) of 
the Act. 

(ii) Authority: 5 U.S.C. 552a(j)(2). 
(iii) Reason: From subsection (c)(3) 

because the release of accounting of 
disclosure would inform a subject that 
he or she is under investigation. This 
information would provide consider-
able advantage to the subject in pro-
viding him or her with knowledge con-
cerning the nature of the investigation 
and the coordinated investigative ef-
forts and techniques employed by the 
cooperating agencies. This would 
greatly impede USSOUTHCOM’s crimi-
nal law enforcement. 

(iv) For subsections (c)(4) and (d) be-
cause notification would alert a subject 
to the fact that an investigation of 
that individual is taking place, and 
might weaken the on-going investiga-
tion, reveal investigatory techniques, 
and place confidential informants in 
jeopardy. 

(v) From subsections (e)(4)(G) and (H) 
because this system of records is ex-
empt from the access provisions of sub-
section (d) pursuant to subsection (j). 

(vi) From subsection (f) because the 
agency’s rules are inapplicable to those 
portions of the system that are exempt 
and would place the burden on the 
agency of either confirming or denying 
the existence of a record pertaining to 
a requesting individual might in itself 
provide an answer to that individual 
relating to an on-going criminal inves-
tigation. The conduct of a successful 
investigation leading to the indictment 
of a criminal offender precludes the ap-
plicability of established agency rules 
relating to verification of record, dis-
closure of the record to that individual, 

and record amendment procedures for 
this record system. 

(vii) For compatibility with the ex-
emption claimed from subsection (f), 
the civil remedies provisions of sub-
section (g) must be suspended for this 
record system. Because of the nature of 
criminal investigations, standards of 
accuracy, relevance, timeliness and 
completeness cannot apply to this 
record system. Information gathered in 
criminal investigations is often frag-
mentary and leads relating to an indi-
vidual in the context of one investiga-
tion may instead pertain to a second 
investigation. 

(viii) From subsection (e)(1) because 
the nature of the criminal investiga-
tive function creates unique problems 
in prescribing a specific parameter in a 
particular case with respect to what in-
formation is relevant or necessary. 
Also, due to USSOUTHCOM’s close liai-
son and working relationships with the 
other Federal, as well as state, local 
and foreign country law enforcement 
agencies, information may be received 
which may relate to a case under the 
investigative jurisdiction of another 
agency. The maintenance of this infor-
mation may be necessary to provide 
leads for appropriate law enforcement 
purposes and to establish patterns of 
activity which may relate to the juris-
diction of other cooperating agencies. 

(ix) From subsection (e)(2) because 
collecting information to the greatest 
extent possible directly from the sub-
ject individual may or may not be 
practicable in a criminal investigation. 
The individual may choose not to pro-
vide information and the law enforce-
ment process will rely upon significant 
information about the subject from 
witnesses and informants. 

(x) From subsection (e)(3) because 
supplying an individual with a form 
containing a Privacy Act Statement 
would tend to inhibit cooperation by 
many individuals involved in a crimi-
nal investigation. The effect would be 
somewhat inimical to established in-
vestigative methods and techniques. 

(xi) From subsection (e)(5) because 
the requirement that records be main-
tained with attention to accuracy, rel-
evance, timeliness, and completeness 
would unfairly hamper the criminal in-
vestigative process. It is the nature of 
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criminal law enforcement for inves-
tigations to uncover the commission of 
illegal acts at diverse stages. It is fre-
quently impossible to determine ini-
tially what information is accurate, 
relevant, timely, and least of all com-
plete. With the passage of time, seem-
ingly irrelevant or untimely informa-
tion may acquire new significant as 
further investigation brings new de-
tails to light. 

(xii) From subsection (e)(8) because 
the notice requirements of this provi-
sion could present a serious impedi-
ment to criminal law enforcement by 
revealing investigative techniques, 
procedures, and existence of confiden-
tial investigations. 

(3)–(15) [Reserved] 
(16) System identifier and name: 

DWHS E06, Enterprise Correspondence 
Control System (ECCS). 

(i) Exemption: During the staffing and 
coordination of actions to, from, and 
within components in conduct of daily 
business, exempt materials from other 
systems of records may in turn become 
part of the case record in this docu-
ment control system. To the extent 
that copies of exempt records from 
those ‘‘other’’ systems of records are 
entered into this system, the Office of 
the Secretary of Defense hereby claims 
the same exemptions for the records 
from those ‘‘other’’ systems that are 
entered into this system, as claimed 
for the original primary system of 
which they are a part. 

(ii) Authority: 5 U.S.C. 552a (j)(2) and 
(k)(1) through (k)(7). 

(iii) Records are only exempt from 
pertinent provisions of 5 U.S.C. 552a to 
the extent such provisions have been 
identified and an exemption claimed 
for the original record and the purposes 
underlying the exemption for the origi-
nal record still pertain to the record 
which is now contained in this system 
of records. In general, the exemptions 
were claimed in order to protect prop-
erly classified information relating to 
national defense and foreign policy, to 
avoid interference during the conduct 
of criminal, civil, or administrative ac-
tions or investigations, to ensure pro-
tective services provided the President 
and others are not compromised, to 
protect the identity of confidential 
sources incident to Federal employ-

ment, military service, contract, and 
security clearance determinations, to 
preserve the confidentiality and integ-
rity of Federal testing materials, and 
to safeguard evaluation materials used 
for military promotions when fur-
nished by a confidential source. The ex-
emption rule for the original records 
will identify the specific reasons why 
the records are exempt from specific 
provisions of 5 U.S.C. 552a. 

(c) Specific exemptions. All systems of 
records maintained by any OSD Com-
ponent shall be exempt from the re-
quirements of 5 U.S.C. 552a(d) pursuant 
to subsection (k)(1) of that section to 
the extent that the system contains 
any information properly classified 
under Executive Order 11265, ‘National 
Security Information,’ dated June 28, 
552a(d) pursuant to subsection (k)(1) of 
that section to the extent that the sys-
tem contains any information properly 
classified under E.O. 11265, ‘National 
Security Information,’ dated June 28, 
1979, as amended, and required by the 
Executive Order to be kept classified in 
the interest of national defense or for-
eign policy. This exemption, which 
may be applicable to parts of all sys-
tems of records, is necessary because 
certain record systems not otherwise 
specifically designated for exemptions 
may contain isolated information 
which has been properly classified. The 
Secretary of Defense has designated 
the following OSD system of records 
described below specifically exempted 
from the appropriate provisions of the 
Privacy Act pursuant to the designated 
authority contained therein: 

(1) System identifier and name: DGC 16, 
Political Appointment Vetting Files. 

(i) Exemption. Portions of this system 
of records that fall within the provi-
sions of 5 U.S.C. 552a(k)(5) may be ex-
empt from the following subsections 
(d)(1) through (d)(5). 

(ii) Authority. 5 U.S.C. 552a(k)(5). 
(iii) Reasons. From (d)(1) through 

(d)(5) because the agency is required to 
protect the confidentiality of sources 
who furnished information to the Gov-
ernment under an expressed promise of 
confidentiality or, prior to September 
27, 1975, under an implied promise that 
the identity of the source would be 
held in confidence. This confidentiality 
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is needed to maintain the Govern-
ment’s continued access to information 
from persons who otherwise might 
refuse to give it. This exemption is 
limited to disclosures that would re-
veal the identity of a confidential 
source. 

(2) System identifier and name: DWHS 
P28, The Office of the Secretary of De-
fense Clearance File. 

(i) Exemption. This system of records 
is exempt from subsections (c)(3) and 
(d) of 5 U.S.C. 552a, which would re-
quire the disclosure of investigatory 
material compiled solely for the pur-
pose of determining access to classified 
information but only to the extent 
that disclosure of such material would 
reveal the identity of a source who fur-
nished information to the Government 
under an expressed promise that the 
identity of the source would be held in 
confidence or, prior to September 27, 
1975, under an implied promise that the 
identity of the source would be held in 
confidence. A determination will be 
made at the time of the request for a 
record concerning the specific informa-
tion which would reveal the identity of 
the source. 

(ii) Authority. 5 U.S.C. 552a(k)(5). 
(iii) Reasons. This exemption is re-

quired to protect the confidentiality of 
the sources of information compiled for 
the purpose of determining access to 
classified information. This confiden-
tiality helps maintain the Govern-
ment’s continued access to information 
from persons who would otherwise 
refuse to give it. 

(3) System identifier and name: DGC 04, 
Industrial Personnel Security Clear-
ance Case Files. 

(i) Exemption. All portions of this sys-
tem which fall under 5 U.S.C. 552a(k)(5) 
are exempt from the following provi-
sions of title 5 U.S.C. 552a: (c)(3); (d). 

(ii) Authority. 5 U.S.C. 552a(k)(5). 
(iii) Reasons. This system of records 

is exempt from subsections (c)(3) and 
(d) of section 552a of 5 U.S.C. which 
would require the disclosure of inves-
tigatory material compiled solely for 
the purpose of determining access to 
classified information, but only to the 
extent that the disclosure of such ma-
terial would reveal the identity of a 
source who furnished information to 
the Government under an expressed 

promise that the identity of the source 
would be held in confidence, or prior to 
September 27, 1975, under an implied 
promise that the identity of the source 
would be held in confidence. A deter-
mination will be made at the time of 
the request for a record concerning 
whether specific information would re-
veal the identity of a source. This ex-
emption is required in order to protect 
the confidentiality of the sources of in-
formation compiled for the purpose of 
determining access to classified infor-
mation. This confidentiality helps 
maintain the Government’s continued 
access to information from persons 
who would otherwise refuse to give it. 

(4) System identifier and name: DWHS 
P32, Standards of Conduct Inquiry File. 

(i) Exemption. This system of records 
is exempted from subsections (c)(3) and 
(d) of 5 U.S.C. 552a, which would re-
quire the disclosure of: Investigatory 
material compiled for law enforcement 
purposes; or investigatory material 
compiled solely for the purpose of de-
termining suitability, eligibility, or 
qualifications for Federal civilian em-
ployment, military service, or Federal 
contracts, but only to the extent that 
the disclosure of such material would 
reveal the identity of a source who fur-
nished information to the Government 
under an express promise or, prior to 
September 27, 1975, under an implied 
promise that the identity of the source 
would be held in confidence. If any in-
dividual is denied any right, privilege, 
or benefit that he would otherwise be 
entitled by Federal law, or otherwise 
be eligible, as a result of the mainte-
nance of investigatory material com-
piled for law enforcement purposes, the 
material shall be provided to that indi-
vidual, except to the extent that its 
disclosure would reveal the identity of 
a source who furnished information to 
the Government under an express 
promise or, prior to September 27, 1975, 
under an implied promise that the 
identity of the source would be held in 
confidence. At the time of the request 
for a record, a determination will be 
made concerning whether a right, 
privilege, or benefit is denied or spe-
cific information would reveal the 
identity of a source. 

(ii) Authority. 5 U.S.C. 552a(k)(2) and 
(5). 
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(iii) Reasons. These exemptions are 
necessary to protect the confiden-
tiality of the records compiled for the 
purpose of: enforcement of the conflict 
of interest statutes by the Department 
of Defense Standards of Conduct Coun-
selor, General Counsel, or their des-
ignees; and determining suitability, 
eligibility or qualifications for Federal 
civilian employment, military service, 
or Federal contracts of those alleged to 
have violated or caused others to vio-
late the Standards of Conduct regula-
tions of the Department of Defense. 

(5) System identifier and name: DUSDP 
02, Special Personnel Security Cases. 

(i) Exemption: All portions of this sys-
tem which fall under 5 U.S.C. 552a(k)(5) 
are exempt from the following provi-
sions of 5 U.S.C. 552a: (c)(3); (d). 

(ii) Authority: 5 U.S.C. 552a(k)(5). 
(iii) Reasons: This system of records 

is exempt from subsections (c)(3) and 
(d) of 5 U.S.C. 552a which would require 
the disclosure of investigatory mate-
rial compiled solely for the purpose of 
determining access to classified infor-
mation, but only to the extent that the 
disclosure of such material would re-
veal the identity of a source who fur-
nished information to the Government 
under an expressed promise that the 
identity of the source would be held in 
confidence or, prior to September 27, 
1975, under an implied promise that the 
identity of the source would be held in 
confidence. A determination will be 
made at the time of the request for a 
record concerning whether specific in-
formation would reveal the identity of 
a source. This exemption is required in 
order to protect the confidentiality of 
the sources of information compiled for 
the purpose of determining access to 
classified information. This confiden-
tiality helps maintain the Govern-
ment’s continued access to information 
from persons who would otherwise 
refuse to give it. 

(6) System identifier and name: DODDS 
02.0, Educator Application Files. 

(i) Exemption. All portions of this sys-
tem which fall within 5 U.S.C. 
552a(k)(5) may be exempt from the fol-
lowing provisions of 5 U.S.C. 552a: 
(c)(3); (d). 

(ii) Authority. 5 U.S.C. 552a(k)(5). 
(iii) Reasons. It is imperative that the 

confidential nature of evaluation and 

investigatory material on teacher ap-
plication files furnished the Depart-
ment of Defense Dependent Schools 
(DoDDS) under promises of confiden-
tiality be exempt from disclosure to 
the individual to insure the candid 
presentation of information necessary 
to make determinations involving ap-
plicants suitability for DoDDS teach-
ing positions. 

(7) System identifier and name: DGC 
20, DoD Presidential Appointee Vetting 
File. 

(i) Exemption: Investigatory material 
compiled solely for the purpose of de-
termining suitability, eligibility, or 
qualifications for federal civilian em-
ployment, military service, federal 
contracts, or access to classified infor-
mation may be exempt pursuant to 5 
U.S.C. 552a(k)(5), but only to the extent 
that such material would reveal the 
identity of a confidential source. Por-
tions of this system of records that 
may be exempt pursuant to 5 U.S.C. 
552a(k)(5) are subsections (d)(1) through 
(d)(5). 

(ii) Authority: 5 U.S.C. 552a(k)(5). 
(iii) Reason: From (d)(1) through 

(d)(5) because the agency is required to 
protect the confidentiality of sources 
who furnished information to the Gov-
ernment under an expressed promise of 
confidentiality or, prior to September 
27, 1975, under an implied promise that 
the identity of the source would be 
held in confidence. This confidentiality 
is needed to maintain the Govern-
ment’s continued access to information 
from persons who otherwise might 
refuse to give it. 

(8) System identifier and name: DWHS 
P29, Personnel Security Adjudications 
File. 

(i) Exemption: Portions of this system 
of records that fall within the provi-
sions of 5 U.S.C. 552a(k)(5) may be ex-
empt from the following subsections 
(d)(1) through (d)(5). 

(ii) Authority: 5 U.S.C. 552a(k)(5). 
(iii) Reasons. From (d)(1) through 

(d)(5) because the agency is required to 
protect the confidentiality of sources 
who furnished information to the Gov-
ernment under an expressed promise of 
confidentiality or, prior to September 
27, 1975, under an implied promise that 
the identity of the source would be 
held in confidence. This confidentiality 
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is needed to maintain the Govern-
ment’s continued access to information 
from persons who otherwise might 
refuse to give it. This exemption is 
limited to disclosures that would re-
veal the identity of a confidential 
source. At the time of the request for a 
record, a determination will be made 
concerning whether a right, privilege, 
or benefit is denied or specific informa-
tion would reveal the identity of a 
source. 

(9) System identifier and name: 
JS004SECDIV, Joint Staff Security 
Clearance Files. 

(i) Exemption: Portions of this system 
of records are exempt pursuant to the 
provisions of 5 U.S.C. 552a(k)(5) from 
subsections 5 U.S.C. 552a(d)(1) through 
(d)(5). 

(ii) Authority: 5 U.S.C. 552a(k)(5). 
(iii) Reasons: From subsections (d)(1) 

through (d)(5) because the agency is re-
quired to protect the confidentiality of 
sources who furnished information to 
the Government under an expressed 
promise of confidentiality or, prior to 
September 27, 1975, under an implied 
promise that the identity of the source 
would be held in confidence. This con-
fidentiality is needed to maintain the 
Government’s continued access to in-
formation from persons who otherwise 
might refuse to give it. This exemption 
is limited to disclosures that would re-
veal the identity of a confidential 
source. At the time of the request for a 
record, a determination will be made 
concerning whether a right, privilege, 
or benefit is denied or specific informa-
tion would reveal the identity of a 
source. 

(10) System identifier and name: DFMP 
26, Vietnamese Commando Compensa-
tion Files. 

(i) Exemption: Information classified 
under E.O. 12958, as implemented by 
DoD 5200.1–R, may be exempt pursuant 
to 5 U.S.C. 552a(k)(1). 

(ii) Authority: 5 U.S.C. 552a(k)(1). 
(iii) Reasons: From subsection 5 

U.S.C. 552a(d) because granting access 
to information that is properly classi-
fied pursuant to E.O. 12958, as imple-
mented by DoD 5200.1–R, may cause 
damage to the national security. 

(11) System identifier and name: DUSP 
11, POW/Missing Personnel Office Files. 

(i) Exemption: Information classified 
under E.O. 12958, as implemented by 
DoD 5200.1–R, may be exempt pursuant 
to 5 U.S.C. 552a(k)(1). 

(ii) Authority: 5 U.S.C. 552a(k)(1). 
(iii) Reasons: From subsection 5 

U.S.C. 552a(d) because granting access 
to information that is properly classi-
fied pursuant to E.O. 12958, as imple-
mented by DoD 5200.1–R, may cause 
damage to the national security. 

(12) System identifier and name: 
DFOISR 05, Freedom of Information 
Act Case Files. 

(i) Exemption: During the processing 
of a Freedom of Information Act re-
quest, exempt materials from other 
systems of records may in turn become 
part of the case record in this system. 
To the extent that copies of exempt 
records from those ‘other’ systems of 
records are entered into this system, 
the Office of the Secretary of Defense 
claims the same exemptions for the 
records from those ‘other’ systems that 
are entered into this system, as 
claimed for the original primary sys-
tem of which they are a part. 

(ii) Authority: 5 U.S.C. 552a(j)(2), 
(k)(1), (k)(2), (k)(3), (k)(4), (k)(5), (k)(6), 
and (k)(7). 

(iii) Reasons: Records are only ex-
empt from pertinent provisions of 5 
U.S.C. 552a to the extent such provi-
sions have been identified and an ex-
emption claimed for the original record 
and the purposes underlying the ex-
emption for the original record still 
pertain to the record which is now con-
tained in this system of records. In 
general, the exemptions were claimed 
in order to protect properly classified 
information relating to national de-
fense and foreign policy, to avoid inter-
ference during the conduct of criminal, 
civil, or administrative actions or in-
vestigations, to ensure protective serv-
ices provided the President and others 
are not compromised, to protect the 
identity of confidential sources inci-
dent to Federal employment, military 
service, contract, and security clear-
ance determinations, to preserve the 
confidentiality and integrity of Fed-
eral testing materials, and to safeguard 
evaluation materials used for military 
promotions when furnished by a con-
fidential source. The exemption rule 
for the original records will identify 
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the specific reasons why the records 
are exempt from specific provisions of 5 
U.S.C. 552a. 

(13) System identifier and name: 
DFOISR 10, Privacy Act Case Files. 

(i) Exemption: During the processing 
of a Privacy Act request (which may 
include access requests, amendment re-
quests, and requests for review for ini-
tial denials of such requests), exempt 
materials from other systems of 
records may in turn become part of the 
case record in this system. To the ex-
tent that copies of exempt records from 
those ‘other’ systems of records are en-
tered into this system, the Office of the 
Secretary of Defense hereby claims the 
same exemptions for the records from 
those ‘other’ systems that are entered 
into this system, as claimed for the 
original primary system of which they 
are a part. 

(ii) Authority: 5 U.S.C. 552a(j)(2), 
(k)(1), (k)(2), (k)(3), (k)(4), (k)(5), (k)(6), 
and (k)(7). 

(iii) Records are only exempt from 
pertinent provisions of 5 U.S.C. 552a to 
the extent such provisions have been 
identified and an exemption claimed 
for the original record and the purposes 
underlying the exemption for the origi-
nal record still pertain to the record 
which is now contained in this system 
of records. In general, the exemptions 
were claimed in order to protect prop-
erly classified information relating to 
national defense and foreign policy, to 
avoid interference during the conduct 
of criminal, civil, or administrative ac-
tions or investigations, to ensure pro-
tective services provided the President 
and others are not compromised, to 
protect the identity of confidential 
sources incident to Federal employ-
ment, military service, contract, and 
security clearance determinations, to 
preserve the confidentiality and integ-
rity of Federal testing materials, and 
to safeguard evaluation materials used 
for military promotions when fur-
nished by a confidential source. The ex-
emption rule for the original records 
will identify the specific reasons why 
the records are exempt from specific 
provisions of 5 U.S.C. 552a. 

(14) System identifier and name: 
DHRA 02, PERSEREC Research Files. 

(i) Exemption: (A) Investigative mate-
rial compiled solely for the purpose of 

determining suitability, eligibility, or 
qualifications for federal civilian em-
ployment, military service, federal 
contracts, or access to classified infor-
mation may be exempt pursuant to 5 
U.S.C. 552a(k)(5), but only to the extent 
that such material would reveal the 
identity of a confidential source. 

(B) Therefore, portions of this system 
may be exempt pursuant to 5 U.S.C. 
552a(k)(5) from the following sub-
sections of 5 U.S.C. 552a(c)(3), (d), and 
(e)(1). 

(ii) Authority: 5 U.S.C. 552a(k)(5). 
(iii) Reasons: (A) From subsection 

(c)(3) and (d) when access to accounting 
disclosures and access to or amend-
ment of records would cause the iden-
tity of a confidential source to be re-
vealed. Disclosure of the source’s iden-
tity not only will result in the Depart-
ment breaching the promise of con-
fidentiality made to the source, but it 
will impair the Department’s future 
ability to compile investigatory mate-
rial for the purpose of determining 
suitability, eligibility, or qualifica-
tions for Federal civilian employment, 
Federal contracts, or access to classi-
fied information. Unless sources can be 
assured that a promise of confiden-
tiality will be honored, they will be 
less likely to provide information con-
sidered essential to the Department in 
making the required determinations. 

(B) From (e)(1) because in the collec-
tion of information for investigatory 
purposes, it is not always possible to 
determine the relevance and necessity 
of particular information in the early 
stages of the investigation. In some 
cases, it is only after the information 
is evaluated in light of other informa-
tion that its relevance and necessity 
becomes clear. Such information per-
mits more informed decisionmaking by 
the Department when making required 
suitability, eligibility, and qualifica-
tion determinations. 

(15) System identifier and name: 
DCIFA 01, CIFA Operational and Ana-
lytical Records. 

(i) Exemptions: This system of records 
is a compilation of information from 
other Department of Defense and U.S. 
Government systems of records. To the 
extent that copies of exempt records 
from those ‘other’ systems of records 
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are entered into this system, OSD here-
by claims the same exemptions for the 
records from those ‘other’ systems that 
are entered into this system, as 
claimed for the original primary sys-
tem of which they are a part. 

(ii) Authority: 5 U.S.C. 552a(j)(2), 
(k)(1), (k)(2), (k)(3), (k)(4), (k)(5), (k)(6), 
and (k)(7). 

(iii) Records are only exempt from 
pertinent provisions of 5 U.S.C. 552a to 
the extent (1) such provisions have 
been identified and an exemption 
claimed for the original record and (2) 
the purposes underlying the exemption 
for the original record still pertain to 
the record which is now contained in 
this system of records. In general, the 
exemptions are claimed in order to pro-
tect properly classified information re-
lating to national defense and foreign 
policy, to avoid interference during the 
conduct of criminal, civil, or adminis-
trative actions or investigations, to en-
sure protective services provided the 
President and others are not com-
promised, to protect the identity of 
confidential sources incident to Fed-
eral employment, military service, 
contract, and security clearance deter-
minations, and to preserve the con-
fidentiality and integrity of Federal 
evaluation materials. The exemption 
rule for the original records will iden-
tify the specific reasons why the 
records are exempt from specific provi-
sions of 5 U.S.C. 552a. 

(16) System identifier and name: DMDC 
15 DoD, Armed Services Military Ac-
cession Testing. 

(i) Exemption: Testing or examination 
material used solely to determine indi-
vidual qualifications for appointment 
or promotion in the Federal service or 
military service may be exempt pursu-
ant to 5 U.S.C. 552a(k)(6), if the disclo-
sure would compromise the objectivity 
or fairness of the test or examination 
process. Therefore, portions of the sys-
tem of records may be exempt pursuant 
to 5 U.S.C. 552a(d). 

(ii) Authority: 5 U.S.C. 552a(k)(6). 
(iii) Reasons: (A) An exemption is re-

quired for those portions of the Skill 
Qualification Test system pertaining 
to individual item responses and scor-
ing keys to preclude compromise of the 
test and to ensure fairness and objec-
tivity of the evaluation system. 

(B) From subsection (d)(1) when ac-
cess to those portions of the Skill 
Qualification Test records would reveal 
the individual item responses and scor-
ing keys. Disclosure of the individual 
item responses and scoring keys will 
compromise the objectivity and fair-
ness of the test as well as the validity 
of future tests resulting in the Depart-
ment being unable to use the testing 
battery as an individual assessment 
tool. 

(17) System identifier and name: DMDC 
11, Investigative Records Repository. 

(i) Exemptions: (A) Investigatory ma-
terial compiled for law enforcement 
purposes may be exempt pursuant to 5 
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(B) Records maintained in connection 
with providing protective services to 
the President and other individuals 
under 18 U.S.C. 3506, may be exempt 
pursuant to 5 U.S.C. 552a(k)(3). 

(C) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for Federal civilian employment, 
military service, Federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(D) Any portion of this system that 
falls under the provisions of 5 U.S.C. 
552a(k)(2), (k)(3), or (k)(5) may be ex-
empt from the following subsections of 
5 U.S.C. 552(c)(3), (d), (e)(1), (e)(4)(G), 
(H), and (I), and (f). 

(ii) Authority: 5 U.S.C. 552a(k)(2), 
(k)(3), or (k)(5). 

(iii) Reasons: (A) From subsection 
(c)(3) because it will enable the Depart-
ment to conduct certain investigations 
and relay law enforcement information 
without compromise of the informa-
tion, protection of investigative tech-
niques and efforts employed, and iden-
tities of confidential sources who 
might not otherwise come forward and 
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who furnished information under an ex-
press promise that the sources’ iden-
tity would be held in confidence (or 
prior to the effective date of the Act, 
under an implied promise). 

(B) From subsections (e)(1), (e)(4(G), 
(H), and (I) because it will provide pro-
tection against notification of inves-
tigatory material including certain re-
ciprocal investigations and counter-
intelligence information, which might 
alert a subject to the fact that an in-
vestigation of that individual is taking 
place, and the disclosure of which 
would weaken the on-going investiga-
tion, reveal investigatory techniques, 
and place confidential informants in 
jeopardy who furnished information 
under an express promise that the 
source’s identity would be held in con-
fidence (or prior to the effective date of 
the Act, under an implied promise). 

(C) From subsections (d) and (f) be-
cause requiring OSD to grant access to 
records and agency rules for access and 
amendment of records would unfairly 
impede the agency’s investigation of 
allegations of unlawful activities. To 
require OSD to confirm or deny the ex-
istence of a record pertaining to a re-
questing individual may in itself pro-
vide an answer to that individual relat-
ing to an on-going investigation. The 
investigation of possible unlawful ac-
tivities would be jeopardized by agency 
rules requiring verification of record, 
disclosure of the record to the subject, 
and record amendment procedures. 

(18) System identifier and name: DMDC 
12 DoD, Joint Personnel Adjudication 
System (JPAS). 

(i) Exemption: Investigatory material 
compiled solely for the purpose of de-
termining suitability, eligibility, or 
qualifications for Federal civilian em-
ployment, military service, Federal 
contracts, or access to classified infor-
mation may be exempt pursuant to 5 
U.S.C. 552a(k)(5), but only to the extent 
that such material would reveal the 
identity of a confidential source. 

(ii) Authority: 5 U.S.C. 552a(k)(5). 
(iii) Reasons: (A) from subsections 

(c)(3) and (d) when access to accounting 
disclosure and access to or amendment 
of records would cause the identity of a 
confidential source to be revealed. Dis-
closure of the source’s identity not 
only will result in the Department 

breaching the promise of confiden-
tiality made to the source but it will 
impair the Department’s future ability 
to compile investigatory material for 
the purpose of determining suitability, 
eligibility, or qualifications for Federal 
civilian employment, Federal con-
tracts, or access to classified informa-
tion. Unless sources can be assured 
that a promise of confidentiality will 
be honored, they will be less likely to 
provide information considered essen-
tial to the Department in making the 
required determinations. 

(B) From subsection (e)(1) because in 
the collection of information for inves-
tigatory purposes, it is not always pos-
sible to determine the relevance and 
necessity of particular information in 
the early stages of the investigation. It 
is only after the information is evalu-
ated in light of other information that 
its relevance and necessity becomes 
clear. Such information permits more 
informed decision-making by the De-
partment when making required suit-
ability, eligibility, and qualification 
determinations. 

(19) System identifier and name: 
DA&M 01, Civil Liberties Program Case 
Management System. 

(i) Exemptions: Records contained in 
this System of Records may be exempt-
ed from the requirements of sub-
sections (c)(3); (d)(1), (2), (3), and (4); 
(e)(1) and (e)(4)(G), (H), and (I); and (f) 
of the Privacy Act pursuant to 5 U.S.C. 
552a(k)(1). Records may be exempted 
from these subsections or, additionally, 
from the requirements of subsections 
(c)(4); (e)(2), (3), and (8) of the Privacy 
Act of 1974 consistent with any exemp-
tions claimed under 5 U.S.C. 552a (j)(2) 
or (k)(1), (k)(2), or (k)(5) by the origi-
nator of the record, provided the rea-
son for the exemption remains valid 
and necessary. An exemption rule for 
this system has been promulgated in 
accordance with the requirements of 5 
U.S.C. 553(b)(1), (2), and (3), (c) and (e) 
and is published at 32 CFR part 311. 

(ii) Authority: 5 U.S.C. 552a (j)(2), 
(k)(1), (k)(2), or (k)(5). 

(iii) Reasons: (A) From subsections 
(c)(3) (accounting of disclosures) be-
cause an accounting of disclosures 
from records concerning the record 
subject would specifically reveal an in-
telligence or investigative interest on 
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the part of the Department of Defense 
and could result in release of properly 
classified national security or foreign 
policy information. 

(B) From subsections (d)(1), (2), (3) 
and (4) (record subject’s right to access 
and amend records) because affording 
access and amendment rights could 
alert the record subject to the inves-
tigative interest of law enforcement 
agencies or compromise sensitive infor-
mation classified in the interest of na-
tional security. In the absence of a na-
tional security basis for exemption, 
records in this system may be exempt-
ed from access and amendment to the 
extent necessary to honor promises of 
confidentiality to persons providing in-
formation concerning a candidate for 
position. Inability to maintain such 
confidentiality would restrict the free 
flow of information vital to a deter-
mination of a candidate’s qualifica-
tions and suitability. 

(C) From subsection (e)(1) (maintain 
only relevant and necessary records) 
because in the collection of informa-
tion for investigatory purposes, it is 
not always possible to determine the 
relevance and necessity of particular 
information in the early stages of the 
investigation. It is only after the infor-
mation is evaluated in light of other 
information that its relevance and ne-
cessity becomes clear. In the absence 
of a national security basis for exemp-
tion under subjection (k)(1), records in 
this system may be exempted from the 
relevance requirement pursuant to sub-
jection (k)(5) because it is not possible 
to determine in advance what exact in-
formation may assist in determining 
the qualifications and suitability of a 
candidate for position. Seemingly irrel-
evant details, when combined with 
other data, can provide a useful com-
posite for determining whether a can-
didate should be appointed. 

(D) From subsections (e)(4)(G) and 
(H) (publication of procedures for noti-
fying subject of the existence of 
records about them and how they may 
access records and contest contents) 
because the system is exempted from 
subsection (d) provisions regarding ac-
cess and amendment, and from the sub-
section (f) requirement to promulgate 
agency rules. Nevertheless, the Office 
of the Secretary of Defense has pub-

lished notice concerning notification, 
access, and contest procedures because 
it may, in certain circumstances, de-
termine it appropriate to provide sub-
jects access to all or a portion of the 
records about them in this system of 
records. 

(E) From subsection (e)(4)(I) (identi-
fying sources of records in the system 
of records) because identifying sources 
could result in disclosure of properly 
classified national defense or foreign 
policy information, intelligence 
sources and methods, and investigatory 
techniques and procedures. Notwith-
standing its proposed exemption from 
this requirement the Office of the Sec-
retary of Defense identifies record 
sources in broad categories sufficient 
to provide general notice of the origins 
of the information it maintains in this 
system of records. 

(F) From subsection (f) (agency rules 
for notifying subjects to the existence 
of records about them, for accessing 
and amending records, and for assess-
ing fees) because the system is exempt 
from subsection (d) provisions regard-
ing access and amendment of records 
by record subjects. Nevertheless, the 
Office of the Secretary of Defense has 
published agency rules concerning no-
tification of a subject in response to 
his request if any system of records 
named by the subject contains a record 
pertaining to him and procedures by 
which the subject may access or amend 
the records. Notwithstanding exemp-
tion, the Office of the Secretary of De-
fense may determine it appropriate to 
satisfy a record subject’s access re-
quest. 

(20) System identifier and name: DMDC 
13 DoD, Defense Clearance and Inves-
tigations Index. 

(i) Exemptions: Investigatory material 
compiled for law enforcement purposes 
may be exempt pursuant to 5 U.S.C. 
552a(k)(2). However, if an individual is 
denied any right, privilege, or benefit 
for which he would otherwise be enti-
tled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the 
extent that disclosure would reveal the 
identity of a confidential source. Any 
portion of this system that falls under 
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the provisions of 5 U.S.C. 552a(k)(2) 
may be exempt from the following sub-
jections of 5 U.S.C. 552a(c)(3); (d); (e)(1); 
(e)(4)(G), (H), and (I) and (f). 

(ii) Authority: 5 U.S.C. 552a(k)(2). 
(iii) Reasons: (A) From subsection 

(c)(3) because it will enable OSD com-
ponents to conduct certain investiga-
tions and relay law enforcement infor-
mation without compromise of the in-
formation, protection of investigative 
techniques and efforts employed, and 
identities of confidential sources who 
might not otherwise come forward and 
who furnished information under an ex-
press promise that the sources’ iden-
tity would be held in confidence (or 
prior to the effective date of the Act, 
under an implied promise). 

(B) From subsections (e)(1), (e)(4)(G), 
(H), and (I) because it will provide pro-
tection against notification of inves-
tigatory material including certain re-
ciprocal investigations and counter-
intelligence information, which might 
alert a subject to the fact that an in-
vestigation of that individual is taking 
place, and the disclosure of which 
would weaken the on-going investiga-
tion, reveal investigatory techniques, 
and place confidential informants in 
jeopardy who furnished information 
under an express promise that the 
sources’ identity would be held in con-
fidence (or prior to the effective date of 
the Act, under an implied promise). 

(C) From subsections (d) and (f) be-
cause requiring OSD to grant access to 
records and agency rules for access and 
amendment of records would unfairly 
impede the investigation of allegations 
of unlawful activities. To require OSD 
to confirm or deny the existence of a 
record pertaining to a requesting indi-
vidual may in itself provide an answer 
to that individual relating to an on- 
going investigation. The investigation 
of possible unlawful activities would be 
jeopardized by agency rules requiring 
verification of record, disclosure of the 
record to the subject, and record 
amendment procedures. 

[74 FR 58205, Nov. 12, 2009, as amended at 74 
FR 55778, Oct. 29, 2009; 76 FR 22612, Apr. 22, 
2011; 76 FR 57645, Sept. 16, 2011; 76 FR 58104, 
Sept. 20, 2011; 77 FR 15586, Mar. 16, 2012; 77 FR 
15588, 15589, Mar. 16, 2012; 77 FR 16676, Mar. 22, 
2012] 

PART 312—OFFICE OF THE INSPEC-
TOR GENERAL (OIG) PRIVACY 
PROGRAM 

Sec. 
312.1 Purpose. 
312.2 Definitions. 
312.3 Procedure for requesting information. 
312.4 Requirements for identification. 
312.5 Access by subject individuals. 
312.6 Fees. 
312.7 Request for correction or amendment. 
312.8 OIG review of request for amendment. 
312.9 Appeal of initial amendment decision. 
312.10 Disclosure of OIG records to other 

than subject. 
312.11 Penalties. 
312.12 Exemptions. 
312.13 Ownership of OIG investigative 

records. 
312.14 Referral of records. 

AUTHORITY: Pub. L. 93–579, 88 Stat 1896 (5 
U.S.C. 552a). 

SOURCE: 56 FR 51976, Oct. 17, 1991, unless 
otherwise noted. 

§ 312.1 Purpose. 
Pursuant to the requirements of the 

Privacy Act of 1974 (5 U.S.C. 552a) and 
32 CFR part 310—DoD Privacy Pro-
gram, the following rules of procedures 
are established with respect to access 
and amendment of records maintained 
by the Office of the Inspector General 
(OIG) on individual subjects of these 
records. 

[68 FR 37969, June 26, 2003] 

§ 312.2 Definitions. 
(a) All terms used in this part which 

are defined in 5 U.S.C. 552a shall have 
the same meaning herein. 

(b) As used in this part, the term 
‘‘agency’’ means the Office of the In-
spector General (OIG), Department of 
Defense. 

§ 312.3 Procedure for requesting infor-
mation. 

Individuals should submit written in-
quiries regarding all OIG files to the 
Office of Communications and Congres-
sional Liaison, ATTN: FOIA/PA Office, 
400 Army Navy Drive, Arlington, VA 
22202–4704. Individuals making a re-
quest in person must provide accept-
able picture identification, such as a 
current driver’s license. 

[68 FR 37969, June 26, 2003] 
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